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DISCLAIMER:

THE INFORMATION CONTAINED IN THIS SEMINAR IS PROVIDED FOR INFORMATIONAL PURPOSES
ONLY, AND SHOULD NOT BE CONSTRUED AS LEGAL ADVICE ON ANY SUBJECT MATTER.

YOU SHOULD NOT ACT OR REFRAIN FROM ACTING ON THE BASIS OF ANY CONTENT INCLUDED IN
THIS SEMINAR WITHOUT SEEKING LEGAL OR OTHER PROFESSIONAL ADVICE. THE CONTENTS OF THIS
SEMINAR CONTAIN GENERAL INFORMATION AND MAY NOT REFLECT CURRENT LEGAL
DEVELOPMENTS OR ADDRESS YOUR SITUATION. WE DISCLAIM ALL LIABILITY FOR ACTIONS YOU TAKE
OR FAIL TO TAKE BASED ON ANY CONTENT STATED HERE.

THE MAIN GOAL FOR TODAY IS TO RAISE AWARENESS
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THE MAIN GOAL FOR TODAY IS TO RAISE AWARENESS



01 RESEARCH DATA MANAGEMENT (RDM) OVERVIEW




] RESEARCH DATA MANAGEMENT (RDM) OVERVIEW

What is Research Data Management (RDM)?

Rationale for RDM

Data management planning
Data collection, description, analysis

8
Data storage and backup ’b&gigb

<
Data publication, sharing, ot

preservation and reuse
Data Life Cycle

Demonstrate research integrity
Better research impact of researchers
Reuse of research data

Funding being used more cost-effectively
Request from funders and publishers

What to do?
= Write Data Management Plan (DMP) at

proposal stage and update throughout the
research and data life cycle

Proper data management throughout the
research and data life cycle

Preserve and share data where possible at
the end of a project

Support by CUHK

Committee on Research Data Management
RDM training, workshops, and events

CUHK DMP service with CUHK DMP
template

CUHK Research Data Repository
Library guides and consultation service



RESEARCH DATA EXCHANGE

= Research very often involve data, some data
= Are collected outside of Hong Kong by CUHK staff
= Are obtained by non-CUHK individuals then transferred to CUHK
= Are provided by parties that impose specific requirements
= Are sensitive and/or private (regardless of origin)
= Have national security implications (regardless of origin)
= Are subject to legal requirements

= Members of CUHK are responsible for ensuring that the different requirements are met before
Importing or exporting data

= Different agreements and contracts may be required for data exchange
= Some data exchange may be illegal without approval from government authorities

= For agreements and contracts related issues, ORKTS is here to help



02 LEGAL REQUIREMENTS IN DIFFERENT JURISDICTIONS:
EXAMPLES




B DATA IMPORT / EXPORT

= To address the growing challenges of data privacy and security, governments worldwide such
as the UK, the US and Canada have implemented data protection laws and regulations.

= Some of the laws address data export

= Specific laws that govern data export have also been enacted for Mainland China.

= All teaching/research staff and research postgraduate students are advised to take extra
precaution to ensure compliance with all applicable laws and regulations.



Bl EXAMPLES OF DATA POLICIES OUTSIDE OF MAINLAND CHINA

UNITED KINGDOM:

Export licence is required if there is a high risk that research, software, or technology could be used
for military purposes. Applied research, usually in STEM subjects, is high risk and could potentially be
misused for military purposes.

UNITED STATES OF AMARICA:

Export control laws govern how information, technologies, software, technical data and commodities
may be transferred to anyone outside of the United States or to foreign nationals within the United
States.

CANADA:

Personal Information Protection and Electronic Documents Act (PIPEDA) states that
organizations are free to transfer any type of personal data to other organizations as they see fit. As
long as a business follows the proper security protocols, and there is a legitimate reason to transfer
personal information, organizations are allowed to transmit both generic and sensitive private
information across provinces and around the world.




] RELEVANT CUHK POLICY AND GUIDELINES

= CUHK Policy and Guidelines addresses legal compliance related to data import/export
= Policy on Research (UPDATED)

= Guidelines on Research Data Management (UPDATED)

= Guidelines on Cross-border Transfer of Research Data from Mainland China (NEW)
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https://www.orkts.cuhk.edu.hk/images/content/about/policy-documents/Policy_on_Research_2024_final.pdf
https://www.lib.cuhk.edu.hk/sites/cuhk/files/page/research/Data/RDM_Guidelines-Approved.pdf
https://www.orkts.cuhk.edu.hk/images/content/research/external-funding-sources/mainland/Guidelines_on_Cross-border_Transfer_of_Research_Data_from_Mainland_China.pdf

03 MEASURES TO CONSIDER IN RESEARCH DATA EXCHANGE
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= FACTORS AFFECTING THE DECISION AND PROCESS OF
RESEARCH DATA EXCHANGE (IMPORT & EXPORT)

Law of the
Jurisdictions

Funder’s Data Security
Requirements and Privacy

Data
Import/Export

Agreements Types /
with Contents of
Collaborators Data

Data Volume




MEASURES TO CONSIDER WHEN HANDLING RESEARCH DATA
AND MATERIALS

a) Classify research data/materials based on their sensitivity, confidentiality, volume and
export control restrictions. For example, pay special attention to biometric data, genomic
data, health data, geolocation data, personal identifiers, trade secrets, proprietary
Information and state secrets. The definition of “state secret” in HKSAR can be found under
Section 29 of the Safeguarding National Security Ordinance — 4B ZX Z = &4 (SNSO).

b) Implement proper handling procedures such as encryption and access controls to
protect sensitive data/materials during transit and storage. Deletion of data is often one of
the procedures.

c) Establish a systematic record-keeping process and maintain accurate and complete
documentation of import/export of sensitive research data/materials, including permits,
licenses, invoices and shipping documents.

“State secret” is defined under Clause 29 of SNSO (Instrument A305 Safeguarding National Security Ordinance)
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https://www.elegislation.gov.hk/hk/capA305?xpid=ID_1710751041510_003

MEASURES TO CONSIDER WHEN HANDLING RESEARCH DATA

AND MATERIALS

d) Perform due diligence on the parties involved in the import/export process such as
suppliers, distributors and collaborators, to ensure their reliability.

e) Establish clear protocols and define obligations when establishing international or
Mainland collaborations that involve import/export of sensitive research data/materials, and
provide sufficient information to ORKTS before preparing an agreement regarding
Import/export of sensitive research data/materials.

f) Provide guidance to students and research staff on relevant laws and regulations
relating to the import/export of sensitive research data/materials.
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MEASURES TO BE TAKEN WHEN HANDLING RESEARCH DATA
— AND MATERIALS

It is Important to enter into an agreement before the exchange.

Please contact the Legal and Compliance team of ORKTS for further assistance.
Email: orkts-contracts@cuhk.edu.hk



mailto:orkts-contracts@cuhk.edu.hk

04 EXPORTING DATA FROM MAINLAND CHINA




J TWO CATEGORIES OF DATA/MATERIALS

HUMAN GENETIC RESOURCES NON-HGR

(HGR)
Data: Data:

= “data of human genes or genomic data derived from HGR

_ _ = Data do not involve HGR information
materials, which include organs, tissues, cells or other genetic

materials that contain a human genome or human genes.” Materials:
--- Regulations of the People’s Republic of China on Management of = Th : :
e e v e s e other human secretions, body fluids, and swabs that do not
Human Genetic Resources (P ZEARAEFE A FEEEREIRIEHE ) tai s d tneed to be r Y rted. Biological Sampl
--- Implementing Rules on the Administration of Human Genetic  Resources contain Ce_ S do hot need 1o be reported. blological sa Pes
(NEEET RS IEG B HEAE) such as urine, feces, serum, and plasma that may contain only a
B THGR Data fiist - (ANEBEERESEEFISHAMA) (E @R B very small amount of exfoliated, residual or free cells or genes

B LisRE - SERIZN (BHEHER) are no longer included in the scope of human genetic resource

materials management.

Materials:
: L H AR AR ABE A - Baye « it Fma CBRYE -
= The human genetic resources materials include all types of cells, - EﬁﬁiH}%Eg%%,ﬂﬁgjfﬁfﬁgﬁﬂii?;::ﬁ;E%%zm
whole blood, tissues/tissue slices, semen, cerebrospinal fluid, = 21 O RE S PR T SWLS  Je R SR allIE S

NWEMEAABAANRESSE RV RIEESE -

pleural/ascitic fluid, blood/bone marrow smears, hair (with (R RE A EEET RS B R ERERE)

follicles), and so on.

» NBEBERMESEMAEEMNE - 20 - AR/AS R B
& BeER - M/EREER - [I/SBFRh  FE (FEE)S
- (EREHAEEEEREEE RRHBERZMEN)
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= CROSS-BORDER TRANSFER OF RESEARCH DATA FROM
MAINLAND CHINA: HUMAN GENETIC RESOURCES

ﬁ n 2019, The Regulations of the People‘s Republic of China on Administration of Human Genetm
Resources (2019 (FEARHMEI A FEBEREERAHI) ) was implemented to govern human
genetic resource activities in China. To address practical issues, MOST introduced the

“Implementation Rules for the Regulations on the Management of Human Genetic Resources”
({ABREBEREEGRAEMAMRI) ) effective from 1 July 2023.

2. Pursuant to the Implementation Rules, MOST established the Information Backup Platform (A#8%&
BEREESEEHEMDIFE) to promote real-time management, ensuring that human genetic resource
management information is traceable and accessible for querying by MOST.

() PEARSHIEN AL

ALKBERFIRER
EEEHI¥S

LYF"

530 WSistes SicER
EEAN  BEEM IBFeAd
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w CROSS-BORDER TRANSFER OF RESEARCH DATA FROM
MAINLAND CHINA: HUMAN GENETIC RESOURCES

(FBEHEHIER)

DR AREEEREREHIMEHEAFAMNERSLHRSERERE -

1. 2ERENF  EZEFRARGIFEE  ERAAEHE  ERNAZEYE 2 ERASWTERETEIE ;
2. 2EFEANFR  8RZERATRRBEE  2ERAEZ2ECREE 2ERATRBEBERSTHOTEIE |
3. BINBETHEAR . BERNETAHRAIFREE 2B TFESELE - 2INETFHEIITHERETEE ;
4. ERAEOHRF . SFEERAEDREAFREE - ZBEEVESY ERALEQOTERETEE ;
5. REBAF  EREAREIFREE - ZREEYETSY) - REBIITRARTEIE ;
6. EBirAANF  OFERARGIFEE  ZRBEEVESY - BiRAEASTERETEE -
Bin¥Ese CNCB-NGDC
ANE=EH PUER S
{ Eﬁ*ﬁ‘?"ﬁﬁ ) Y™ | SRERENFTHSE
[ eEmE. &6 ) o YD cxmsssimmng
=R Eﬁ y
¥ ] ; | BT EITEY
*nﬁggﬁcﬁ - BmSUb BRBERHE
R %*& 2 ¥ RESISHIHNE, SHEMR




w CROSS-BORDER TRANSFER OF RESEARCH DATA FROM
MAINLAND CHINA: HUMAN GENETIC RESOURCES
Should any CUHK researchers intend to export HGR data outside Mainland China, first and foremost,
they have to collaborate with a qualified Chinese entity.
The Chinese entity should
i. notify the HGR Administration of China (FEI A FEEEREIE TIFI A=) of its disclosure or
sharing of any HGR data with a foreign entity (i.e outside of Mainland, including HKSAR & CUHK)

by obtaining approval from MOST through the HGR Services System (A& B ERIRTE 2 47) and
filing a copy of the data on the HGR Information Backup Platform (A8 EEEREEEREHE NI S);

FIEHEL
fREREE

ERRFERREiFSEl

r[ Je—m— | e
R I -

BhiES -

| EFAEFNEE

ASECEBEeEREHTs | HOEH
(o wHFE") |

and

ii. seek approval from the Cyberspace Administration of China (CAC) (BIX BB HEE B A=)
through a data export security assessment.




w CROSS-BORDER TRANSFER OF RESEARCH DATA FROM
MAINLAND CHINA: NON-HUMAN GENETIC RESOURCES

(Mainland China has adopted new laws (2021) and implementation guidelines (2022) for\

exporting non-human genetic resources, to be consistent with other international
regions.

2. Cross-border (research) data transfer from Mainland China (including the transfer to
HKSAR) must comply with the new laws.

3. Formal assessment by the Cyberspace Administration of China — Bl = 5 #4815 2 i
32 (CAC) may be required for transfer of regulated data in accordance with the
relevant regulations.

/

21



I WHAT ACTIVITIES ARE COVERED?

Collection Use Transmission Disclosure

2 & m ~ B ¢ O

Processing Storage Provision Deletion



SCENARIOS OF CROSS-BORDER TRANSFER OF
RESEARCH DATA

Various scenarios may be considered as cross-border data transfer, .
including the scenarios below. be consi

Remote access and

' an
electroniC exchanges €

dered transfet.

Scenario 1

CUHK researcher located in Hong Kong receives and stores regulated data (i.e. Important Data, Pl or
SPI collected and generated within Mainland, see next) shared by its Chinese Mainland-based
counterpart, such as through email, system, and third-party cloud services etc.

Scenario 2

CUHK researcher hosts its data centre, systems, and third-party cloud services within Hong Kong and
collects regulated data from the Mainland.

Scenario 3

CUHK researcher hosts its data centre, systems, and third-party cloud services within the Mainland,
where it collects regulated data, and allows Hong Kong staff to remotely search, access, download, and
export the corresponding data.

Under different scenarios, CUHK researchers should carry out a self-assessment and define the nature of
the data, to determine the next actions. 2



DATA CLASSIFICATION (NON-HUMAN GENETIC RESOURCES)

-— Important Data

Examples:

« Undisclosed government information, work secrets, intelligence data and law enforcement
and judicial data.

« National natural resources and environmental basic data (e.g. undisclosed water regime
information, etc)

« Data on scientific and technological strength and impact on international competitiveness
(e.g. describing intellectual property rights related to national defence and national security)

* Important data reflecting network security plans, system configuration information, core
software and hardware design information, system topology, emergency plans, etc.

» Basic data reflecting the health and physiological conditions of a group, ethnic characteristics,
genetic information, etc.

Personal Information (PI)

Examples:
 Name, Telephone number, Email address

Sensitive Personal Information (SPI)

Examples:
« Bank Account, ID Card number or Passport number, Personal health record




PATHS TO COMPLIANCE FOR CROSS-BORDER TRANSFER OF
Bl NON-HGR RESEARCH DATA

CAC Security Assessment

Important Data
P (regardless of data volume)

CAC Security Assessment

(for high-volume data transfer, i.e.
transferred/processed Pl > 1 M or

since 1 Jan of the previous year PI>100K or SPI >10K)
Personal Information (PI) or

Sensitive Personal
el el (E1F1) Standard Contract Clause (SCC)
(for lower volume data transfer, i.e.
transferred/processed Pl <1 M and
since 1 Jan of the previous year PI<100K and SPI<10K)

-
o
n
0
)
&)
o
-
al
e
©
O

Data to be exported from _
Mainland China is not Data export can legally occur following

regarded aSF!IW}ggfltant Data or Institutional standard data management policies*

*subject to additional regulations and sectoral requirements in Mainland China as well as the evolving legal landscape.
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= PATHS TO COMPLIANCE FOR CROSS-BORDER TRANSFER OF
NON-HGR RESEARCH DATA

If data export is regulated, two scenarios

CAC Security Assessment

Standard Contract Clause (SCC)

Important data or high volume of Pl or SPI
Submit an application for CAC assessment

Lower volume of Pl or SPI

Import and export parties sign a standard
contract and file it to CAC

26



“STANDARD CONTRACT FOR THE CROSS BOARDER FLOW
OF PERSONAL DATA” ON CAC

(EASRLRRESEIE) S&2023F2H3HBIX GIEE RN AZE2023FEFE2REHFEE
mE e - I e - B2023F6 8 1HEERT -

Click here — the template for Standard Contract

This contract applies to data transfer from anywhere in Mainland China (including inside and
outside of the Greater Bay Area)
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https://www.cac.gov.cn/2023-02/24/c_1678884830036813.htm

RECENT DEVELOPMENT......

When data transfer occurs only within the Greater Bay Area, a simpler
process is being piloted
Both parties must be within GBA
* A pilot program (for now)

28



]l CROSS-BOUNDARY DATA FLOW WITHIN THE GREATER BAY AREA

Features of The “GBA Standard Contract for the cross-border flow of personal

information” - (EEBRXEE (A - FE ) BAGREIRAETEESED (2023F12H )

= Participation on a voluntary basis (i.e., can still use the standard, non-GBA contract).

= Applicable to:

» Mainland cities within the GBA, i.e. Guangzhou, Shenzhen, Zhuhai, Foshan, Huizhou,
Dongguan, Zhongshan, Jiangmen and Zhaoging

» Personal information processor recipients who are registered (applicable to
organisations)/located (applicable to individuals) in Mainland cities within the GBA

» Conduct cross-boundary flow of personal information between these Mainland cities
and Hong Kong (i.e., flow of the personal information from the Mainland cities in the
GBA to Hong Kong, and vice versa)

- HBEmERE
> BAEREEZEREREAGEERN  BERREAGREEZBHAREIREZRSHEA
EREERAENSEAGEREENER ;
> AMmEBERAZELSMIAES - BARH - »



]l CROSS-BOUNDARY DATA FLOW WITHIN THE GREATER BAY AREA

Extract from the Office of the Government Chief Information Officer
— BN EHBI B E YA ZE (OGCIO):

Bic=

B{E— BiE—
HeBEAGSRRHHAE BCE A ERIRER &S MEERAE
ERY PR
HETEAEREEEE BEAGESFREXEMMENEN HERIXGEERECISELE

HERENEAGREELHN LB H6IE R/ ZE3IE Hi#E}EZ10E TEHR5R
PR
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] “STANDARD CONTRACT” FOR GBA

OGCIO has organised a briefing on the “early and pilot implementation” arrangement on 13
December 2023.

Click here — the template for GBA Standard Contract (under useful reference)
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https://www.ogcio.gov.hk/en/our_work/business/cross-boundary_data_flow/doc/20231213_CBDF_Brief_materials.pdf
https://www.ogcio.gov.hk/en/our_work/business/cross-boundary_data_flow/

] CUHK GUIDELINES ON CROSS-BORDER TRANSFER OF
RESEARCH DATA FROM MAINLAND CHINA

= Guidelines on Cross-border Transfer of Research Data from Mainland China have recently
been approved.

= Steps for self-assessment and steps to obtain approval (if necessary) are outlined.

= ORKTS can help.


https://www.orkts.cuhk.edu.hk/images/content/research/external-funding-sources/mainland/Guidelines_on_Cross-border_Transfer_of_Research_Data_from_Mainland_China.pdf

I REMINDER ABOUT CUHK SHENZHEN RESEARCH INSTITUTE
(SZRI)

= Data that are stored in SZRI are subject to the same legal requirements as data from any
other Mainland sources

= Retrieving data stored in a computer/server at SZRI from Hong Kong may not be legal
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REMARKS:

The rules for Mainland China and elsewhere could change.

If there is any doubt on the relevant legal or regulatory rules, it
IS recommended to seek professional advice.




DISCLAIMER:

THE INFORMATION CONTAINED IN THIS SEMINAR IS PROVIDED FOR INFORMATIONAL PURPOSES
ONLY, AND SHOULD NOT BE CONSTRUED AS LEGAL ADVICE ON ANY SUBJECT MATTER.

YOU SHOULD NOT ACT OR REFRAIN FROM ACTING ON THE BASIS OF ANY CONTENT INCLUDED IN
THIS SEMINAR WITHOUT SEEKING LEGAL OR OTHER PROFESSIONAL ADVICE. THE CONTENTS OF THIS
SEMINAR CONTAIN GENERAL INFORMATION AND MAY NOT REFLECT CURRENT LEGAL
DEVELOPMENTS OR ADDRESS YOUR SITUATION. WE DISCLAIM ALL LIABILITY FOR ACTIONS YOU TAKE
OR FAIL TO TAKE BASED ON ANY CONTENT STATED HERE.

THE MAIN GOAL FOR TODAY IS TO RAISE AWARENESS




I TAKE-HOME MESSAGE

= Exchange of research data is subject to terms of data exchange agreements as well as
legal requirements of different jurisdictions

= Before receiving or sending research data, it is important to assess whether
= an agreement should be signed to protect the interests (intellectual properties, legal
obligations) of both parties
= the data exchange is restricted by the law
= approval from the relevant government agency is required
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05 WHERE TO SEEK HELP?




I WHERE TO SEEK HELP?

*» Questions about Research Data Management
» Link to Guidelines on Research Data Management
» Research Consultation Service, Library (email: research@lib.cuhk.edu.hk)

*» Questions about Research Collaboration Agreements (including data exchange
clauses)
» Link to Policy on Research
» The Legal and Compliance Team, ORKTS (email: orkis-contracts@cuhk.edu.hk)

¢ Questions about Cross-Broder Transfer of Research Data (Non-HGR Data)
» Link to Guidelines on Cross-border Transfer of Research Data from Mainland
China
» The Legal and Compliance Team, ORKTS (email: orkis-contracts@cuhk.edu.hk)
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https://www.lib.cuhk.edu.hk/sites/cuhk/files/page/research/Data/RDM_Guidelines-Approved.pdf
mailto:research@lib.cuhk.edu.hk
https://www.orkts.cuhk.edu.hk/images/content/about/policy-documents/Policy_on_Research_2024_final.pdf
mailto:orkts-contracts@cuhk.edu.hk
https://www.orkts.cuhk.edu.hk/images/content/research/external-funding-sources/mainland/Guidelines_on_Cross-border_Transfer_of_Research_Data_from_Mainland_China.pdf
mailto:orkts-contracts@cuhk.edu.hk

I WHERE TO SEEK HELP?

¢ Questions about Research including Human Genetic Resources
» Link to Guidelines for medical research including human genetic resources
related projects at the Shenzhen Research Institute (See Schedule 10 of the
Policy of Research)
» SZRI (email: cuhkszri@cuhkri.org.cn)

¢ Questions about CUHK Policy on Research
» Link to Policy on Research
» Research Administration Team, ORKTS (email: orkis-admt@cuhk.edu.hk)

s Questions about conducting research at SZRI
» SZRI (email: cuhkszri@cuhkri.org.cn)
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https://www.orkts.cuhk.edu.hk/images/content/about/policy-documents/Policy_on_Research_2024_final.pdf
mailto:cuhkszri@cuhkri.org.cn
https://www.orkts.cuhk.edu.hk/images/content/about/policy-documents/Policy_on_Research_2024_final.pdf
mailto:orkts_admin@cuhk.edu.hk
mailto:cuhkszri@cuhkri.org.cn




